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ÅPrincipal security researcher at DEVCORE

ÅCaptain of HITCON CTF team

Å0day researcher, focusing on 
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ÅSecurity researcher at DEVCORE
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ÅFocus on binary exploitation



Highlights today
ÅPre-auth root RCE exploit chain on Fortinet SSL VPN

ÅHard -core binary exploitation

ÅMagic backdoor

ÅPre-auth root RCE exploit chain on Pulse Secure SSL VPN

ÅOut-of -box web exploitation

ÅHighest bug bounty from Twitter ever

ÅNew attack surface to compromise back all your VPN clients



Agenda

ÅIntroduction

ÅJailbreak the SSL VPN

ÅAttack vectors

ÅCase studies & Demos

ÅWeaponize the SSL VPN

ÅRecommendations



SSL VPN

ÅTrusted by large corporations to protect their assets

ÅWork with any network environments and firewalls

ÅClientless, a web browser can do everything!

SSL VPNBrowser

SSL/TLS

Intranet



What if your trusted SSL VPN
is insecure ?





Why focusing on SSL VPN

1. Important corporate assets but a blind -spot

2. Widely used by corporations of all sizes

3. Only few SSL VPN vendors dominate the market

4. Direct Intranet access and must be exposed to outside



Even NSA is hunting bugs on
SSL VPN

Think about Equation Group leaks










