Infiltrating Corporate Intranet
Like NSA

Pre-auth RCE on Leading SSL VPNSs

Orange Tsal (@orange_8361)
Meh Chang (@mehqq )




Orange Tsal

APrincipal security researcher at DEVCORE
ACaptain of HITCON CTF team
AOday researcher, focusing on

Web/Application security

y orange_38361

DE\/CORE



Meh Chang

ASecurity researcher at DEVCORE
AHITCON &217CTFteam

AFocus on binary exploitation

y mehqgq_

DE\/CORE



Highlights today

APre-auth root RCE exploit chain on Fortinet SSL VPN
AHard -core binary exploitation
AMagic backdoor

APre-auth root RCE exploit chain on Pulse Secure SSL VPN
AOut-of-box web exploitation

AHighest bug bounty from Twitter ever

ANew attack surface to compromise back all your VPN clients



Agenda

Alntroduction

AJailbreak the SSL VPN
AAttack vectors

ACase studies & Demos
AWeaponize the SSL VPN

ARecommendations



SSL VPN

ATrusted by large corporations to protect their assets
AWork with any network environments and firewalls

AClientless, a web browser can do everything!
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What If your trusted SSL VPN
IS InSecure ?
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Why focusing on SSL VPN

1. Important corporate assets but a blind -spot

2. Widely used by corporations of all sizes

3. Only few SSL VPN vendors dominate the market
4

. Direct Intranet access and must be exposed to outside



Even NSA s hunting bugs on
SSL VPN

Think about Equation Group leaks



facebook

Secure Logon
for Facebook Tableau

Username

Password

Logon
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Welcome to the

Twitter VPN Access Portal

username Please sign in to begin your secure session.

password
Realm TWO FACTOR FULL TUNNEL v

Sign In
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Restart Login

This site is intended for use by Authorized
Users only. Any attempt to access this site
without authorization, deny access to
authorized users, hack into and/or deface this
site will constitute a violation of applicable
federal and state law. Marvel Entertainment,
LLC reserves the right to report such
misconduct to appropriate law enforcement
authorities and/or to pursue all other legal
remedies available to it. If you have reached
this website in error, please remove yourself
by typing the correct URL name of the
website intended. Marvel reserves the right to
monitor access to/from this website in
accordance with the company's policies.
Unless expressly stated otherwise, all
contents contained in this site are the
intellectual property of Marvel Entertainment
LLC or its affiliates. This site may also contain
information that is privileged, attorney work
product or exempt from disclosure under
applicable law. Copyright (c) and TM 2011
Marvel Entertainment, LLC and its




SSL VPN Service
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